
ƀ Inside this issue ƀ 

RISK FACTOR  

Medical Negligence: Is It a Crime?  ......  1 
 
EDUCATION SESSIONS/ONLINE 
COURSES 
Educational Credit for January Renewal/
Emergency Department Education     
Session ................................ ..............  1 
 
IN COMPLIANCE  
HITECH Breach Notification Rules: Is 
Your Office Practice Ready?  ................  3 
 
CASE STUDY 
A Case of Medical Battery: Avoiding    
Risk Through Informed Consent ..........   5 

The information contained herein has been 
compiled and reported with the intent that it 
is both reliable and up-to-date, and is    
offered for general risk management     
guidance and not for legal or clinical advice. 

THE RISK FACTOR  

Helping our clients manage liability exposure with proactive Risk Management strategies. 

Continued on page 2 

ATTERS  M 

  October/November 2009  
Volume 2   Issue 4  

Medical Alliance Insurance Company 

RISK MATTERS CONTRIBUTORS  

 

Ryan Asmus, JD  

Director, Claims  
 

Mary Stankos, RN, MJ  
Director Risk Management 
 
Editor  
Mary Stankos, RN, MJ  
Director Risk Management 

 

Publisher  
Lisa Galvan  
Administrative Asst. 

Is It a Crime? 
The threat of medical negligence lawsuits is all 
too real for the healthcare professional;       
unfortunately, it appears the prospect of facing 
criminal sanctions arising out of alleged     
medical negligence is also a new reality.  The 
number of criminal prosecutions (or threats of 
prosecution) against physicians is on the rise.  
²ƘƛƭŜ ƛǘ Ƴŀȅ ōŜ ǘƻƻ ƳǳŎƘ ǘƻ ŀǎǎŜǊǘ ŀ άǘǊŜƴŘέ ƛƴ 
the criminalization of medical errors, the      
examples are troubling for the medical profes-
sion. 

Generally, patients who perceive that they 
have been harmed during medical treatment 
may seek monetary compensation for their 
injuries through the civil court system.  In order 
for the patient to prevail, he or she must prove 
the physician guilty of negligence, which is  
defined by four elements: a duty of care, a 
breach of that duty, causation between the 
breach and injury, and, of course, damages.  In 
Illinois, the physician is judged by the standard 

ƻŦ ŀ άǊŜŀǎƻƴŀōƭȅ 
ŎŀǊŜŦǳƭ ǇƘȅǎƛŎƛŀƴέ 
under same or 
similar circum-
stances.  Suing a 
physician for 
medical           
negligence      
accomplishes 
essentially two 
primary public 
policy and legal 
objectives:  1. to 
compensate the 
injured patient, 
and 2. to monitor and influence the quality of 
health care within a community or jurisdiction.  
However, healthcare providers and administra-
tors, patients, lawyers, and  policy makers  
reasonably disagree on how effective medical 
malpractice litigation is at achieving either of 
these objectives.  

Medical Negligence:  

MAIC/IRMS Education Sessions/Online Courses  

Online Education Credit for January 1, 2010 Renewals: 

There is still time to complete online education credits for the January 

1, 2010 renewals.  Visit www.maicinsurance.com and click on Online 

Risk Management Education Program for a  list of available courses 

and instructions on how to login. 

 

IRMS Emergency Department Risk Management Meeting: 

November 19th   December 3rd   

St. Joseph Hospital, Breese Delnor Hospital, Geneva 
 

Visit www.maicinsurance.com to obtain an agenda, driving directions, and registration form 

or contact Lisa Galvan at 630/276-5694 or lgalvan@ihastaff.org for additional information. 
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 It is widely accepted that 
a disproportionately low 
number of injured       
patients actually file 
claims against health care 
professionals.  Further-
more, it is debatable 
whether medical         
malpractice suits have 
any real impact on quality 

since, for example, it is generally insurance companies and not     
individual physicians that pay malpractice claims.  Likewise, state 
licensing boards may have limited ability to influence the overall 
quality of medicine in an appreciable way.  Additionally, some con-
sumer groups have voiced skepticism about the ability of the medical 
ǇǊƻŦŜǎǎƛƻƴ ǘƻ άǿŜŜŘ ƻǳǘέ ƛƴŎƻƳǇŜǘŜƴǘ ƘŜŀƭǘƘ ŎŀǊŜ ǇǊƻǾƛŘŜǊǎΦ  Lǘ ƛǎ 
these perceived shortcomings that may actually be at the heart of 
the criminal prosecution of health care professionals. 

¢ƘŜ ōŀǎƛŎ ŜƭŜƳŜƴǘǎ ƻŦ ŀ άŎǊƛƳŜέ ŀǊŜ ŀ ǾƻƭǳƴǘŀǊȅ όŎǊƛƳƛƴŀƭύ ŀŎǘ Ŏƻǳπ
pled with the appropriate mental state or intent, called mens rea 
όάƎǳƛƭǘȅ ƳƛƴŘέύΦ  /ǊƛƳƛƴŀƭ ƭŀǿ ǇǳƴƛǎƘŜǎ ƴƻǘ ƻƴƭȅ ǘƘŜ ŀŦŦƛǊƳŀǘƛǾŜ ƘŀǊƳ 
ƻƴŜ ƛƴŦƭƛŎǘǎΣ ōǳǘ Ƴŀȅ ŀƭǎƻ ǎŜŜƪ ǘƻ ǇǳƴƛǎƘ ƻƴŜΩǎ ŦŀƛƭǳǊŜ ǘƻ ŀŎǘ ƛŦ ǘƘŜǊŜ 
was a legal duty to act or the inaction rises to an appropriate level of 
indifference. 

 A physician whose conduct rises to the level of gross inattention, 
gross lack of competency, or reckless indifference to a patient may 
well get the attention of a prosecutor.  Recklessness may occur when 
a physician is aware of a substantial or unjustified risk inherent in his 
or her conduct, but proceeds despite the risk.  What transforms     
negligent conduct into criminal conduct is not well-defined and is 
subject to interpretation by prosecutors and the grand juries to 
which the prosecutor, alone, makes the pitch for indictments.  Never-
theless, it is argued that medical decisions are purely a matter of the 
physician's professional judgment and criminal prosecutions based 
on a disagreement about a physician's clinical judgment are unwar-
ranted. Further, although beyond the scope of this newsletter article, 
criminal prosecution arising out of physician billing practices and 
fraud-related activities is an ever-growing risk.  Exceptional care 
when billing any type of payers (government or private) must be  
exercised and your vigilant oversight of staff is warranted as auditing 
and cost-recovery activities become more prevalent and aggressive. 

Here are some recent cases that resulted in criminal accusations for 
the participating healthcare providers. 

Long E.D. Wait Results in Patient Death 

In Waukegan, Illinois, 49 year old Beatrice Vance died of a heart   
attack after waiting two hours in a hospital waiting room.  A Lake 
County coroner's jury declared her death a homicide, opening the 
door for a criminal prosecution (which never came).  

"Ms. Vance had the classic symptoms of a heart attack," said Dr. 
Richard Keller, coroner of Lake County, Ill. "She should have been in 
the emergency department much quicker and received the care that 
we have in modern medicine. * * * The definition of homicide that I 
ƎƛǾŜ ǘƻ ǘƘŜ ώŎƻǊƻƴŜǊΩǎϐ ƧǳǊȅ ƛǎ ŜƛǘƘŜǊ ŀ ǿƛƭƭŦǳƭ ŀƴŘ ǿŀƴǘƻƴ ŀŎǘ ƻǊ ǊŜŎƪπ

lessness on the part of someone, whether that's by their actions or 
by their inactions," Keller said. "Certainly, by that definition, this is a 
homicide."  

Ohio Pharmacist Sentenced in Fatal Error 

A two-year-old died following her last dose of chemotherapy in early 
2006.  The pharmacist, Eric Cropp, who approved the lethal solution 
of sodium chloride was sentenced in mid-2009 to six months in jail, 
followed by six month house arrest, and three years probation,    
having pled guilty to involuntary manslaughter.  

Cropp was the supervising pharmacist at Rainbow Babies & Chil-
dren's Hospital when a pharmacy technician incorrectly prepared a 
chemotherapy solution.  Cropp had a duty to inspect and approve all 
work prepared by technicians.  Cropp was initially charged with   
reckless homicide.  His pharmacist license was revoked in April 2007.  

Natural Disaster Brings Tough Choices and Criminal Liability 

In the wake of Hurricane Katrina, Dr. Anna Pou and nurses Cheri 
Landry and Lori Budo allegedly euthanized four patients who could 
not be evacuated from a New Orleans hospital.   In 2006, Dr. Pou and 
two nurses were arrested and charged with murder.  The charges 
were later dropped against the nurses in exchange for their testi-
mony, but the criminal case proceeded against Dr. Pou.  Ultimately, 
the grand jury refused to indict Dr. Pou and the charges were ex-
punged.  Three wrongful death lawsuits remain pending against Dr. 
Pou.  

Conclusion 

Medical practice is embedded in risk, and when these risks are not 
appropriately identified and addressed, the provider may face more 
than a civil lawsuit.  Putting aside billing and fraud issues, the risk of 
criminal prosecution of a physician is admittedly low.  However, the 
lesson remains: do no harm and keep patient safety a priority in your 
practice.  The best defense against civil and criminal sanctions is good 
clinical practice and vigilant communication with your patients.  Any 
conduct that gives even the slightest appearance of gross incompe-
tence or abandonment of a patient could get the attention of an  
ambitious prosecutor who is looking to make headlines, advance a 
political ambition, or simply right what he/she believes is an injustice.   

When your medical care straddles or crosses the line between widely 
accepted clinical practice and a new or novel technique or practice, 
be certain to adequately document the medical record to support 
your medical decisions.  This must include a well-documented       
informed consent. On the issue of patient abandonment, timely   
respond to patient, and ensure your staff and office practices 
(including message services) do not contribute to the risk of commu-
nication gaps or delays.  In the event of a physician/patient termina-
tion of relationship, make sure you provide the patient with a       
certified letter outlining the termination, steps you will take to     
provide continuity of care, and patient expectations.     

For more information on this topic, or to provide a comment or ask a 
question on how you can reduce the probability of risk in your office 
practice, contact Mary Stankos, RN, MJ, Director Risk Management at 
(630) 276-5565, or mstankos@ihastaff.org. ƴ 

mailto:mstankos@ihastaff.org
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Is Your Office Practice Ready?  
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In August 2009, the Department of Health and Human Services 

(HHS) and the Office of Civil Rights (OCR) published the interim 

final breach notification regulations of the Health Information     

Technology for Economic and Clinical Act (HITECH).  The rules 

add new requirements for health care providers, health plans and 

other entities covered by HIPAA, and their business associates to 

provide notification when unsecured protected health information 

(PHI) is breached.  Similarly, a breach notification requirement was 

implemented and enforced by the Federal Trade Commission (FTC), 

which applies to vendors of personal health records and their third 

party service providers. 

 

What does this mean to me as a physician/covered entity? 

It requires that you provide notification to affected persons and the 

Secretary of HHS following a discovery of a breach of unsecured 

PHI, and in some cases the rules require you to notify the media.  If a 

known business associate is responsible for a breach, the business 

associate must notify you.  HHS will also post on its website a list of 

covered entities that experience a breach of unsecured PHI involving 

more than 500 individuals. 

 

When does this become effective? 

Effective date was September 23, 2009.  However, HHS will not   

impose sanctions for failure to provide notification until February 22, 

2010. 

 

What is ñunsecuredò PHI? 

It is defined as protected health information that is not rendered     

unusable, unreadable, or indecipherable to unauthorized individuals 

through the process of encryption and/or destruction, as specified by 

HHS.  Unsecured PHI includes information in any form or medium, 

which includes electronic, paper, or oral form. 

 

How is a ñbreachò defined by HHS? 

A breach is an ñunauthorized acquisition, access, use or disclosure of 

PHI which compromises the security or privacy of the PHI.ò  The 

discovery of a breach by a healthcare provider or business associate 

triggers the notification requirement under the Act.  However, not all 

violations of the HIPAA privacy rule constitute a breach and the   

provider must perform a risk assessment to determine whether or not 

there is a significant risk to reputation, or of financial, or other harm 

to the individual as a result of the impermissible use or disclosure.  

For example:  If a laptop is lost or stolen, then recovered, and a fo-

rensics analysis shows there was no compromise to the PHI - then no 

breach has occurred.  Nevertheless, HHS warns that delaying notifi-

cation to see if the computer turns up is not reasonable. 

 

 

Are there any exceptions to the breach notification rules? 

There are three regulatory exceptions: 

1. Unintentional acquisition, access or use of PHI by an employee 

or individual action under the authority of the covered entity or 

business associate, if done in good faith and within the scope of 

authority.  For example, a billing clerk is inadvertently sent PHI 

via e-mail by a staff nurse.  The billing clerk opens the e-mail 

and has unintentionally accessed PHI which she was not in-

tended to see.  The nurse is advised of the error and the message 

deleted.  Because the billing clerkôs access was in good faith and 

within the scope of her authority, this would not constitute a 

breach. 

2. An inadvertent disclosure from one covered entity or business 

associate employee to another person authorized to access the 

PHI at the same covered entity or business associate.  For       

example:  physician practices with multiple offices. 

3. The recipient of the unsecured PHI would not reasonably have 

been able to retain the information.  For example:  a physician 

sends a bill to the wrong individual and the mis-directed bill is 

returned by the post office, unopened, as undeliverable.  How-

ever, mis-directed billing not returned as undeliverable should 

be treated as a potential breach. 

 

In order to determine whether a breach is an exception to the notifi-

cation rule, the provider must perform the following analysis: 

 

First determine whether or not there has been an impermissible 

use or disclosure of PHI under the Privacy Rule; 

Second, determine and document whether the impermissible use 

or disclosure of PHI compromises the security or privacy of the 

protected health information; and 

Continued on page 4 
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Lastly, determine whether or not the breach constitutes one of the 

regulatory exceptions to the rules. 

 

A breach is considered to be discovered, triggering the notification 

rules, when it becomes known, not when the provider concludes the 

analysis as to whether the facts constitute a breach. 

 

What must I do if I believe that there has been a breach of       

unsecured PHI? 

 

Notification of the breach must be provided within 60 days, or as 

soon as possible, starting from the first day the breach is known, ei-

ther by the provider or through the exercise of reasonable diligence, 

should have been known.  The 60 day provision is the maximum re-

quirement and violations may still be assessed if the provider knew of 

the breach on day one, but waited until the 60th day to provide notifi-

cation. 

 

Notification of the breach must be provided to: 

Affected individuals 

The media, if 500 or more residents of a State or jurisdiction 

are affected 

The HHS Secretary 

The covered entity, if the breach is discovered by the business 

associate. 

What should be contained in the individual notice? 

 

The notice must be written in plain English and contain: 

A brief description of what happened, including the date of the 

breach and the date of discovery; 

The types of personal health information involved; 

Any steps the affected person should take to protect them-

selves from a potential harm; 

A brief description of the steps you took to investigate,      

mitigate harm to the individual, and protect against future 

breaches; and 

Contact information for affected persons to ask questions. 

 

How and when do I communicate the notice to patients affected 

by the breach? 

 

Individual notice must be in written form and sent by first-class mail, 

or by e-mail, if the affected person has agreed to receive such notices 

electronically.  If there is insufficient 

information to send notice by first-

class mail for 10 or more persons, 

then you can provide substitute indi-

vidual notice by either posting the 

breach notice on the home page of 

your web site or by providing notice 

in newspapers or broadcast media.  

In urgent situations, telephone com-

munication may be required to mini-

mize harm from the misuse of the 

unsecured PHI; however, it is not a substitute for direct written     

notice. 

 

If I have to notify the media about the breach of unsecured PHI 

what must I do? 

 

If a breach affects more than 500 residents of a State or jurisdiction 

you are required to provide notice via a press release to appropriate 

media outlets serving the affected area.  The media notice must be 

provided without unreasonable delay, and in no case exceed 60 days 

following the discovery of the breach.  The media notice must contain 

the same information as the written individual notice. 

 

How do I notify the HHS Secretary? 

 

In addition to individual notification and the media (where appropri-

ate) you must notify the HHS Secretary of breaches of unsecured 

PHI.  This can be accomplished by completing and electronically 

submitting a breach report form, which can be found on the HHS 

website. You only need notify the Secretary within the previously 

specified time frames for individual and media notice, if the breach 

affects 500 or more individuals, otherwise notification can be done on 

an annual basis. 

 

Does my business associate under HIPAA have to notify me if 

there has been a breach of unsecured PHI? 

 

The business associate must notify you following the discovery of the 

breach within the specified time frames outlined above for individual 

and media notice. 

 

What should I be doing now to prepare my office to comply with 

the Breach Notification Rules? 

 

The best risk management approach is to be proactive and develop 

staff policies and procedures on how to identify and handle breaches 

to ensure you are prepared to comply with the rules; review your  

current privacy procedures and your business associate agreements, 

and educate and train your employees on the issues of privacy and 

breaches of unsecured PHI. 

 

For additional information on the Breach Notification Rules, go to the 

Federal Register at 

http://edocket.access.gpo.gov/2009/pdf/E9-20169.pdf 

 

For questions on the Breach Notification Rules, please contact, Mary 

Stankos, RN, MJ, Director Risk Management at (630) 276-5563 or e-

mail at mstankos@ihastaff.org.ƴ 
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A breach is considered to be            

discovered, triggering the notification 

rules, when it becomes known, not 

when the provider concludes the 

analysis as to whether the facts       

constitute a breach. 

http://edocket.access.gpo.gov/2009/pdf/E9-20169.pdf
mailto:mstankos@ihastaff.org


Case Study  

A Case of Medical Battery:  
Avoiding Risk Through Informed Consent  

 
Risk Management Issues:  

 
1. The performance of the pain 

block did not require patient con-
sent.                                   
True or False  

2. The surgeon who recommended 
the pain block should have been 
the responsible person to obtain   
informed consent.                              
True or False  

3. Obtaining a signature on a stan-
dard consent form is sufficient to 
show that informed consent was 
achieved.                                     
True or False  

 
General Risk Management 
Principle:  

 
To avoid claims of medical battery it 
is essential that the physician    
document informed consent. 
True or False  
 

Continue on page 6 
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A 41 yr old male under-

went surgery for a torn  

rotator cuff and received 

general anesthesia. The 

surgeon suggested a proce-

dure known as interscalene 

block, an injection directly 

into the neck that numbs 

the shoulder and arm, 

which can cut post-

procedure pain levels in 

half.  The anesthesiologist 

explained the procedure to 

the patient just before    

surgery and admitted that 

she was inexperienced in 

performing the block.   

 

The patient woke up, having received the interscalene block injection, with a whole 

new set of symptoms that included severe neck pain, arm weakness, numbness and a 

drooping left eyelid.  The patient indicated that the explanation was rushed and he 

had refused to have the procedure done. The anesthesiologist claimed that the patient 

consented.  

 

A lawsuit was filed on behalf of the patient and the plaintiffôs lawyers opted to     

pursue a medical battery claim against the anesthesiologist.  They chose this         

approach rather than a negligence claim that would require proof of a breach of the 

standard of care.  Medical battery is defined as the intentional violation of a patientôs 

right to direct his or her medical treatment.  

Medical battery occurs when a patient is treated 

without informed consent. Most commonly, 

battery charges are alleged where there is a  

dispute over whether the patient agreed to treat-

ment or refused treatment. The agreement or 

refusal of treatment can be made directly with 

the patient, through an advance directive, or 

through a health care proxy. 

 

Hospital records, in this case, did not support the anesthesiologist, because the      

anesthesia consent signed by the patient did not include the interscalene block. The 

patient made $50,000 a year at his job as a package deliveryman but following the 

incident was unable to work.  Additionally, the patient had to use 24-hour pain   

medication patches and other means of pain control. The plaintiffôs expert, a        

physician board certified in neurology and anesthesiology, characterized the constant 

pain as "having a stereo turned all the way up in a small room."  

 

This case was taken to trial and on a theory of battery alone.  The jury awarded $1.5 

million in damages to the plaintiff. ƴ 

The Anesthesiologist         

explained the procedure to 

the patient just before sur-

gery and admitted that she 

was inexperienced in        

performing the block.   


